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TexHiuHi Ta IKICHI XapaKTEePUCTHKH NMpeMeTa 3aKymiBJIi.

Heobxinna minensis Cisco Ta miAnWcka Ha BHUKOPUCTaHHA (QyHKIIOHATY
koHTpomo aoxarkis Ta NGIPS y pexumi NGFW — cTpokoM He MEHII HiK Ha | piky;

3axucCT BiJi MEpE)KeBUX aTaK 3 HACTYITHUM (GyHKIIOHAIIOM:

- IPS;

- statefull DPI Ha piBusax 3—7 moneni OSI;

- BusaBieHHs cripod HC/L B pexxuMi peabHOTOo dacy;

- nonepemkerHs cnpo6 HCJL B pexxnmi pealbHOro ¥acy LUISXOM OIOKYBAaHHS
a60 3aBeplIeHHs HeGaKaHUX MEPEKEBHUX CECIH;

- BOyoBani curnatypu IPS nosidHoil ii;

- IPOTHIis TeXHIKaM 00X0ly 3aXHCTY;

- migmucka Ha oHoBIeHHs curHatyp (IPS) Ta OTpUMaHHA JIMHAMIYHOIO
ABTOMATHYHOTO CIIOBiIIEHHSI PO JuKepena riaobanbaux atak (SI10).

- 3abe3neuenns URL-dinpTparii:

- He MeHII Hixk 80 KaTeropiu;

- MOKIMBICTH TIepeHarmpaBuTH http(s) Tpadik 10 30BHILIHBOTO cepaicy
GaraTopiBHEBOI (inbTpallil 3 aBTOMaTUYHMM OalaHCYBaHHAM HABAHTAKEHHS;

- 3abe3redeH s 3aXHUCTy Bifl 3710sKicHOTO [13 3 MOXKIMBICTIO PETPOCTIEKTHBHOTO
aHaNi3y, IOLIYKY Ta BiJoOpa’keHHs LUIAXiB PO3IOBCIO/UKEHHA.

TexHidai BMMOTM [O MPOrPaMHOI MPOLYKLIl /s ICHYIOYMX TPHCTPOIB
mepexeoi 6esnexu Cisco Firepower 1140 (L-AC-PLS-1Y-S1 — 23)

ITporpaMHa MpOXYKIis Ha CEPBICH JUIA iCHYIOYOro y 3aMOBHHKA TPHUCTPOIO
Firepower cepii 1140 Ha 12 micsuis Ta BKIo4ae B cebde 3aCTOCYBaHHs Ha obnagHaHH1
HACTYITHUX (QYHKIIHA:

«BusiBJIeHHS Ta 3arno6iraHHs BTOPTHEHHSIM, IO JIO3BOJSE aHAI3yBaTH
MepexeBuil Tpadik Ha TpeaMeT 3IACHeHH: HECAHKIIOHOBAHOTO  JIOCTYITY
(BTOprHEHHs), BUKOPHCTAHHSA BpPAa3IUBOCTEH (excIUIONTIB) Ta, 3a HEOOXIIHICTIO,
BU/IAJICHHS KIHI[EBHX ITaKeTiB.



*Kepysanus ¢aiinamu, mo m03801g€ BUSIBISTH Ta, 3a OaXaHHAM, OGJIOKyBaTH
KOPHUCTYBa4iB BiIl HaACHIaHHS a60 OTpUMaHHsA (aliIiB KOHKPETHHX THIIB 3a
KOHKPETHUMH IIPOTOKOJIAMH JO/IATKIB.

* Posmumpenns moximBocreit 3axucty 3a momomororo Cisco Advanced Malware
Protection (AMP) Bxirowaroun AMP for Networks Ta AMP Threat Grid. 3a
fonomororo miel ¢ynkuii nmpuctpoi Firepower BUKOpUCTOBYIOTh Threat Defense mg
BHABJICHHA Ta OIOKYBaHHS IIKiITHBUX TPOrpaM y (haiinax, Mo IepeaThes Yepes
MEPEKY.

*O6MiHy iHIMKaTOpaMM KOMIpoMeTamii, a came 3MIHCHEHHS MepioaMYHOro
MIJKIIOUeHHs 10 XxMapi AMP 3 MeToro aKTyai3alil HassBHUX JaHHX.

* JlinensyBauHss VPN 3’emmanus s 25 KOPUCTYBa4iB 3 MiJTPUMKOIO
dyHkuionany 6azosux VPN-cepsicis, Takux sk VPN AJIs1 TIPUCTPOXO Ta JAJIST OKPEMHUX
JOJATKIB (BKIIIOYAOYH MATPUMKY CTOPOHHBOTO  ITiIKITIOYEHHS 710 BilaJIeHOro
noctyny VPN uepes IKEv2), BusBienns JIOBipeHUX Mepesx, 6a3oBHit 36ip KOHTEKCTY
IIPUCTPOIB.

*BusBneHHs KopucTyBadiB, sKi 31iiiCHIOIOTE HaJICHJIaHHSA/OTpAMaHHs (aiisiB
KOHKPETHHUX THIIIB 32 KOHKPETHUMM NIPOTOKOIAMHU J0ATKIB.

* 3AifiCHEHHS JIOKQJIBHOIO aHAll3y LIKiAJIHBHX nporpam Ijsi MOMepeaHbO]
Knacu@ikauii npoananizoBanux (Gaiiis 3 MeTo0 TepeBipKH 0OMeKeHoro Habopy HuX
TUTIB (QaiTiB Ha HABHICTh LIKiAJTMBOTO MIPOTPaMHOTr0 3a0e3MmeyeHHs.

* ABTOMaTH4HOTO GJIOKYBaHHS a6o pO30JIOKyBaHHS BHSBICHUX (aiiIiB, Ha
OCHOBI CIIHCKIB 103BOJICHNX/3a60pOHEHNX (Daili. MOKIHBICTD BKIIOUCHIS (aitmy
J10 CIIUCKY Ma€ OyTH HasBHA B IOMITHI daiiry.

*3aCTOCYBaHHA MOXKIMBOCTI TMHCATH IIPaBUJIA KOHTPOIIKO ~ IOCTYIy, sKi
BU3HAYAIOTh Tpadik, IO MOXE IMEePEeTHHATM MEpPEeXy Ha OCHOBI URL-anpec,
3alUTYBaHUX BIACTE)KYBAHUMH XOCTAMH, 3 KODEJSLi€r0 iHpopmanii mpo Taki
URL-azpecu 3 MeTOIO OTPUMAHHS JIETAILHOIO KOHTPOJIIO HaJl BeO-TpadikoM.

*OinbTpyBaHHs  Security Intelligence mo3Bonste 3aHocHTH B YOPHUH
CTTHCOK/3a00pOHATH BXiJHUI Ta BUXiTHUHA Tpadik As MeBHHX IP-agpec, URL-anpec
Ta fomeHHuX iMeH DNS, mepumr Hix Tpadik 6yme migano aHaizy 3a JOMOMOIOO
NpaBUJI KOHTPOIIO NOCTyIy. J[MHAMIYHI KaHATH JO3BOJSIOTH Bifpa3y K 3aHOCHTH
3'€IHAHHS 10 YOPHOTrO CITHCKY Ha OCHOBI OCTaHHIX JaHUX.

Bumoru no mocravansHuka:

1. Y4acHUK IOBUHEH MAaTH CTaTycC NAPTHEPCTBA 3 BUPOOHUKOM 00 IaTHAHHS
He Hrx4e piBHT GOLD.
2, HasasHicTs He MeHIE 2 cepTU(diIKOBaHUX CHEIalicTiB piBass CCNP abo

AHAJIOTIYHOI0 32 HANTPSIMKAMHU:
a) Enterprise Networking
b) Security

3. YYaCHHK IOBUHEH HaJaTH KOIii cepTHOikaTiB Bin BUPOOHHKA
obnagHaHHS.

4. Ceprudikatn moBuHHI OyTH MAifCHUMH mpOTSTOM CTPOKY HaJaHHs
HOCTYT.

YYacHUK MOBMHEH HAJaTH [JOKYMEHTH, IO MiATBEPIKYIOTh APTHEPCHKi
BIIHOCHHHU (cmiBmpamo) YuacHHKa 3 BUPOOHMKOM TOBapy abo 3 odiliiiHum
NPE/ICTABHULTBOM BUPOOHHKA, PO Te 10 YIaCHKK € aBTOPU30BAaHNM [IAPTHEPOM 200



oQIIiHMM ITpe/ICTABHUKOM BHPOOHMKA 3 MPAaBOM peatizallii OpuriHajibHOro TOBapy
BIJINIOBITHO, 4 CaMe:

opuriHan abo Kxomis JmcTa (3aBipeHa YYacHHKOM) Bifl BHPOOHHKA
ToBapy/0o(hiiHOT0 NpeACTaBHUITBA BUPOOHUKA 100 aBTOpH3allii YuacHuKa Ta/abo
BU3HAHHSA Horo oQimiiHUM NpeJCTaBHUKOM BHPOOHHKA, a TAKOX, IO TOBAap, AKHM
poroHye (pealtizye) YYacHUK € OpHUTiHATBHUM;

Ta/abo Komis J0roBopy (3aBipeHa Y4YacHHKOM), IIO MiATBEPIDKYE MApTHEPCHKI
BITHOCUHHU (cmiBmpamro) VYuacHuka Ta  BHpOOHHMKA — TOBapy/odimiiHoro
NpeJICTaBHUIITBA BUPOOHUKA, B TOMY YHCII, B YaCTHHI LI0JI0 HASBHOCTI B Y4YacHHKa
IpaBa Ha peaiizaliio (IIpoaa)<) OPUriHAIBHOrO TOBapy BUpoOHHKA. Bee 00naqnanns
MOBMHHO OYTH HOBUM Ta TaKUM, 110 He OYyJI0 Y BAKOPHUCTaHHI Ta He GYII0 BiIHOBJIEHHUM.
3anponoHoBaHi MoJieNi 00IaHaHHs MOBUHHI OYTH CyYaCHUMH Ta TAKHMH, 1[0 MAKOTh
OCTaHHI cTallJIbHI Bepcii MporpamMHoOro 3abe3neyeHHs.»

Po3smip OrokeTHOro mnpH3HAYEHHSI, OYiIKyBaHAa BapTOCTIi mpeaMeTa
3aKyNiBJIi.
[ina 3a Iina 3a 3aranpHa | 3araibHa
R O,HHH.I/IL[H Kinmpxicrs | OWAHHLIO, | ONMHHINO, | BAPTICTh, | BapTICTh,
BEMIipY rpH. 6e3 TPH. 3 rpH. Ge3 IDH. 3
[1]1B [1]1B I1J1IB I1JIB
[Iporpamna
IPOJIYKILis 3 IIPABOM
kopuctyBanHs Cisco
FPR1140 Threat
Defense Threat, KOMILIEKT 1 223 333,33 | 268000 |223333,33 | 268 000
Malware and URL
1Y Subs Ta L-AC-
PLS-1Y-S1 (na 25
poOOYMX MiICIb)
Po3mip OrOKETHOTO MPU3HAYEHHS 268 000

OuikyBaHa BapTiCTh OJJUHULI TOBApY, KUIBKICTh Ta PO3Mip OIO/KETHOrO ITPU3HAUYEHHS

Oy BH3HAYEHI

BIAMOBIAHO 10 CIIy)00BOT

3aIllHCKHM Ha4daJIbHHKa KOMaHIH

bensiesa O.0. Big 21.10.24 6/H, a TakoX JaHUX BIAKPUTHX JKEpEs, KOMEPLiHHUX

MPOTIO3UIIH TOILIO.




